

Skip to main content























Hackers House Nepal 














Search







Search This Blog
























































Digital Forensics 0x4a : PDF Forensics






















	




Get link


	




Facebook


	




Twitter


	




Pinterest


	




Email


	




Other Apps


















PDF (Portable Document Format), being used widely in these days. Simply think, you created DOC file from word, then today we save our DOC file as PDF, so that it could remain as it is. Because, by default when you open PDF anywhere in any system, then alignment of that PDF do not updates or do not get modified. 


Since we knew that PDF is being widely used, bad guys are around who targets serious vulnerability in adobe acrobat reader (PDF) reader for spreading malware or for compromising systems. So, PDF forensics is must important section to be learned in the field of Digital Forensics.


Let's begin. We've 2 pdf files here, analyse.pdf and bhudki_com. You can see image below.




Quickly check properties of those files. Image below shows properties of analyse.pdf




Now, let's analyse these 2 pdf files. 


For basic purpose, I am using PDF Stream Dumper Tool. See image below.




We need to load our pdf to this tool. From bottom, click load and browse the pdf file. Initially, we will load bhudki_com pdf file. See image below.




Once pdf get loaded, then go to Menu (top) and click Exploits_Scan. Then you will get this screen.




Check the Notepad message clearly. Notice it. Nothing in there right ? 


Now let's load another pdf. At first click abort in right bottom of screen. Then load another pdf.





You can clearly see that analyse.pdf is loaded. 

Now when you click Exploits_Scan, then you will see following result. And can be guessed that something is wrong with this PDF.




Ok, this was basics of PDF Forensics.


Thank You.
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Report Cyber Crime in Nepal




How to report Cyber Crime in Nepal ? - Report it to  Cyber Bureau , Bhotahiti Kathmandu - Email  as mentioned in site :  cyberbureau@nepalpolice.gov.np - Website  Link :  https://www.nepalpolice.gov.np/index.php/cyber-bureau?start=3 - Contact number  as seen on site : 9851286770, Phone Number: 014219044 Where can I report cyber crime in Nepal, Online ? - Your all query is already answered above.  - If you are still in confusion,  then get help via calling 100 . - Or, visit nearest police station and place your query.   Kali Linux Commands For Beginners :       















(Step by Step) WIFITE - WiFi Hacking & Penetration Testing Tool




     Prepared by  : Amit Giri Disclaimer  : In this tutorial, I will automate the wireless cracking process using Wifite step-by-step. This tutorial is only for education purpose, all the demonstrations performed in our own lab. Use at your own risk!! Wifite  is a tool to audit WEP or WPA encrypted wireless networks. It uses aircrack-ng, pyrit, reaver, tshark tools to perform the audit. This tool is customizable to be automated with only a few arguments and can be trusted to run without supervision. Step1: Check Wifite Open the terminal window in (Kali)Linux system and type the following command:- #sudo wifite –h  // It will show help message and exit. Step2: Run Wifite Type the following command:- #sudo wifite --dict Desktop/pass.txt --kill // I used my own wordlist "pass.txt", create your own and replace it with your own wordlist. --dict: specify dictionary to use when cracking WPA. 			 eg: Desktop/pass.txt --kill: To kill conflicting processes during attack. Step3: Choose 















(Step by Step) DoS attack on Router (Wireless Network Wifi)




     Prepared by  : Amit Giri Disclaimer : Extremely only for educational purpose. (In this tutorial, I will show how the DoS attack can be performed step-by-step. This tutorial is only for education purpose, all the demonstrations performed in our own lab. Use at your own risk!!) Title : DoS attack on Router (Wireless Network Wifi) Step1: Find WiFi Interface Card Check the name of your wifi interface card (wlan0/1/2...). Open the terminal window in (Kali)Linux system and type the following command:- sudo iwconfig Choose one to put into monitor mode. In my case, "wlan1" is my wifi card or interface name to be operating in monitor mode. Step2: Kill Processes Some processes need to kill before putting the card in monitor mode because that could cause trouble. Type the following command:- sudo airmon-ng check kill Step3: Enable Monitor Mode Put your WiFi card in Monitor Mode. Type the following command:- sudo airmon-ng start wlan1 //Here "wlan1" is my wifi card, choose















The Lazy Script : Wifi Hacking and Penetration Testing Tool




      Note : This is only for educational purpose. Lazy Script automates process involved in Wifi Penetration Testing and Hacking. And script is for Kali Linux operating system. How to install : -  Be root user. - Commands : apt-get update git clone https://github.com/arismelachroinos/lscript.git  cd lscript  chmod +x install.sh  ./install.sh How to run : Open Terminal Type "l" and enter Many tools available, can be installed of your choice. https://github.com/arismelachroinos/lscript















Install TOR in Kali Linux | Step by Step Guide




      Install TOR in Kali Linux | Step by Step Guide     Note :  Beginners  may find article complex, so follow article and image together  for clear concept . This content is prepared for my students  of Ethical Hacking Workshop , where I want my student to become more familiar  with : terminal, adduser, sudo, ls, ls -l, tar, tar -xvf, cp , chown  etc commands . . so I'm preparing long article. There are more other simple ways to install tor .      First go to official site :  https://www.torproject.org/  and find downloads  section.     Select Linux , and go ahead. You will get 2 options to download ( 64 bit and 32 bit ). Depending upon your Kali Linux, click required one.      For me, I click Tor Browser ( 64 bit ) as shown in image below.           In kali linux terminal, go to your Downloads  directory and list its contents with command ' ls '. Your downloaded file of tor browser must be there. See image below in any confusion.           Untar tar file of Tor Browser w




















































Disclaimer



Everything shared in this site is just for educational purpose. 










Powered by Blogger













